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CYBER READINESS 
EVALUATION SERVICES

Proactive evaluations are a company’s best defense  
against cyberattacks.

All organizations maintain sensitive information that is increasingly 
subject to attacks by malicious cyber actors. A cyberattack not 
only leads to potential data loss, but can significantly alter business 
operations and brand reputation, and detrimentally impact efforts to 
comply with regulatory standards. In order to prevent future costly 
breaches and combat evolving threats, it is vital for organizations to 
understand their cyber risk profile by identifying existing vulnerabilities 
and recognizing the current cyber threat environment. 

Alvarez & Marsal’s (A&M) Cyber Readiness Evaluation services will proactively 
identify your organization’s cyber risk profile. Our team of cybersecurity experts 
provides recommendations using a set of expertly-developed methodologies, 
tools and techniques to identify vulnerabilities and system misconfigurations 
and to improve your organization’s overall cyber posture. 

CYBER READINESS EVALUATION 
Global Cyber Risk Services

Effective cybersecurity doesn’t  
stop with information technology;  
it requires a paradigm shift in  
company policy and culture, from  
human resources to accounting. 

A well-informed workforce,  
supported by cyber-aware policies 
and procedures, is a critical part  
of the defense-in-depth strategy  
that can keep your company safe 
from ever-evolving cyber threats.

Alvarez & Marsal has been 
accredited by the National Security 
Agency as a Critical Incident 
Response Assistance (CIRA) firm.*



ABOUT A&M DISPUTES AND INVESTIGATIONS

Alvarez & Marsal sets the standard for delivering results on critical matters. With an 
increase in the complexity of corporate investigations, regulatory enforcement actions, 
and high stakes litigation, that ability is more important than ever. From the boardroom 
to the court room, A&M professionals draw on their deep skills and experience in  
business investigations, litigation consulting, forensic technology, and expert testimony  
to provide clients with the solutions they seek to achieve their goals.

REPRESENTATIVE EXPERIENCE

A&M provided a cyber readiness evaluation for a multinational technology 
corporation that was losing sensitive intellectual property. We identified 
networks and systems that were inadequately configured or had security 
weaknesses that could be exploited to steal sensitive intellectual property  
and data. A&M developed a roadmap that identified remediation and  
security control improvements based on the sensitivity and criticality of  
the company’s data.

A law firm engaged A&M to identify weaknesses in information security 
for a client involved in a multibillion-dollar hostile takeover deal. The law firm 
had concerns that intruders could penetrate the defenses of their client 
firm in light of other dealings with the target company. We found significant 
vulnerabilities in both physical and technical cyber controls that could have 
allowed easy access to sensitive data. The A&M team immediately mitigated 
high-impact vulnerabilities and developed a long-term plan to continue to 
improve the security of data under the firm’s care and control to keep its 
business secrets intact from outside exploitation.

A&M conducted an internal vulnerability evaluation of over 2,000 systems  
at a major hospital. The evaluation included a HIPAA compliance check  
on administrative, technical and physical requirements. We discovered over  
100,000 medium, high and critical vulnerabilities that required non-deferrable 
remediation. These vulnerabilities, if exploited, would allow an attacker to gain  
access to protected health information (PHI). A&M developed recommendations  
for remediating the identified vulnerabilities, as well as provided in-depth 
analysis on the risk associated with each vulnerability. Additionally, we performed  
an evaluation of the hospital’s third-party data center to ensure that PHI was 
adequately protected with encryption. A&M’s in-depth evaluation assisted the 
hospital in maturing its existing cybersecurity program.

A&M provided a cyber evaluation for a multinational oil / energy 
corporation to identify networks and systems that were poorly configured. 
We quickly identified highly vulnerable areas that could be targeted to 
compromise intellectual property and data. A&M developed and provided an 
in-depth cybersecurity defense strategy to executive management identifying 
security control improvements based on the classification of the data. This 
allowed the corporation to implement changes and significantly reduce its 
cyber risk exposure.

To schedule your Cyber Readiness  
Evaluation, contact us at:
gcrs@alvarezandmarsal.com
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Follow us on:

Cyber Vulnerability Evaluation

Identify existing vulnerabilities (people, 
process, technology) that can be 
exploited by malicious actors.

Cyber Compromise Evaluation

Identify any current or historical 
compromises of information / data 
through the analysis of system artifacts.

Internal and External Threat  
Actor Profiling

Review data access policies /  
standards to determine opportunities 
for internal and external threat actors 
to access sensitive corporate or other 
protected information.

Cyber Threat Management Exercise

Conduct a cyber threat simulation 
exercise that enables executives and 
staff to build practical experience 
responding to cyber threats.

Cyberattack and Response – 
Penetration Testing

Evaluate the incident response and  
cyber protection controls through an 
approved and targeted cyberattack.  

Cybersecurity Gap Evaluation 

Determine the current state of the 
company’s cybersecurity framework 
using standards from the International 
Organization for Standardization  
(ISO), National Institute of Standards 
and Technology (NIST) or COBIT 5, 
and mapping to the NIST CyberSecurity 
Framework.


