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In this series of Insights, we delve into why data cleanup efforts so often fail, despite organizations’
desire to get rid of data they no longer need. This includes the very real, tangible and increasingly
significant regulatory and legal drivers (e.g., fines) organizations face, and the wider, growing cultural
assumptions among customers and employees that organizations are merely the stewards—rather
than the owners—of their personal data.

What Are the Main Challenges Preventing Effective Data Cleanup?

Although every organization is distinct, the following five reasons most commonly prevent organizations
from effectively implementing data cleanup:

4. Culture 5. Technology

The order of this list may at first seem reversed: instinctively, technology might seem to be the main
reason why data cleanup doesn’t happen, followed closely by culture and process. But, as this series
will make clear, when accountability and buy-in are taken care of, the other three fall into place and are
much easier to tackle. If the first two are left unaddressed, as they typically are at most organizations,
data cleanup doesn’t happen at all. With this perspective in mind, we will examine the third reason why
data cleanup fails: process.

Building a Solid Information Governance Process

8,

@_ When most organizations attempt data cleanup, they tend to focus on enabling individual end-users to
make the right decisions about what data to retain and delete in the moment, i.e., when they’re
assessing the data to be disposed. However, this is the wrong approach: asking individual end-users
to exercise judgement in the moment of data deletion runs the risk of introducing inconsistencies in the
process—and opens the door for adversarial third parties, such as opposing counsel and regulators,
to argue that your data deletion process is at best inconsistent and at worst capricious.

The solution to this problem is to design the data cleanup process so that no one has to make
subjective decisions when they’re executing the process: every possible outcome needs to be
considered during the development of the process (i.e., design time) so that no (or minimal) exceptions
have to be handled during the execution of the process (i.e., run time).
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With this approach, in most cases, no one should have to make subjective decisions—they simply
follow the steps laid out for them in the process. And if a case happens to arise where the process
as designed doesn’t work, rather than handling it as an exception, it should be used as an
opportunity to revise the process to accommodate the new situation and avoid thought during run time
going forward.

Data Cleanup Requires All Hands on Deck

To effectively design a process that enables data cleanup with no thinking, you need all the right
stakeholders at the table during design time: Information Technology (IT), Legal, Privacy, Records
Management, Cyber, Risk and all relevant business functions. Basically, the same suite of stakeholders
prescribed by the Information Governance Reference Model (IGRM), shown below.

Information Governance Reference Model (IGRM)

Balancing Value, Risk and Cost
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How to Fortify Information Governance and Enact Data Cleanup

In the final analysis, to successfully execute data cleanup, you need to tell people what to do—and they’ll
doit. It’s up to the Information Governance program to build a solid process that tells folks what to do in
unambiguous, clear as day terms that relieves them of the need to make subjective decisions and allows
them to act with confidence while protecting the organization from accusations of deleting data
inconsistently or capriciously.

In the next post, we'll dig into how culture affects data cleanup efforts—and why you need to address it
to be successful.
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Companies, investors and government entities around the world turn to Alvarez & Marsal (A&M) for leadership, action
and results. Privately held since its founding in 1983, A&M is a leading global professional services firm that provides
advisory, business performance improvement and turnaround management services. When conventional approaches
are not enough to create transformation and drive change, clients seek our deep expertise and ability to deliver
practical solutions to their unique problems.

With over 9,000 people providing services across six continents, we deliver tangible results for corporates, boards,
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We are experienced operators, world-class consultants, former regulators and industry authorities with a shared
commitment to telling clients what’s really needed for turning change into a strategic business asset, managing risk
and unlocking value at every stage of growth.
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