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Chambers and Partners
2022 Crisis & Risk Management

Guide - Spotlighted Firm

CREST Cybersecurity
Incident Response Provider
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National Security Agency
(NSA) recognized Cyber
Incident Response Assistance
(CIRA) Firm

DISPUTES AND INVESTIGATIONS

GLOBAL CYBER RISK SERVICES:

Today’s cybersecurity risk landscape can feel overwhelming even for seasoned veterans. More
and more, organizations maintain increasingly sensitive information with greater interest in that
data from both regulators and adversarial actors alike. Your organization needs a trusted partner
with a hands-on approach to turn to for strategic and tactical cybersecurity needs.

Alvarez & Marsal’s (A&M’s) Global Cyber Risk Services have been developed to assist boards and
management teams in understanding their organization’s cyber risk, developing and implementing
cyber resilience strategy and incident response readiness programs and providing effective cyber
and forensic response when incidents do arise. Our methods are grounded in guidance from the
regulatory and industry frameworks and best practices that govern our clients’ specific business.

Our global team of cybersecurity experts, strategically set up in specific locations around the
world, provide prioritized findings, observations, recommendations and a roadmap for gap closure.
We use expertly developed A&M methodologies, tools and techniques to identify vulnerabilities
and design and implement programs to improve organizations’ overall cyber resilience.

Learn What Sets A&M Apart:

Technical & Advisory Focus:
We resolve technical cyber issues
and translate business and
operational cyber risks in a clear
and meaningful manner for

Global Footprint:

0) (@) (0) senior management and boards. We are based across 20+
q'q P? offices in 10+ countries.
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Segregated & Physically Secure
Forensic Data Processing Centers:
Costa Mesa, Dallas, Dubai, Hong Kong,
London, New Delhi, Madrid, Mumbai,
Munich, New York, So Paulo,
Shanghai & Singapore

We specialize in providing
cyber incident response,
cyber resilience evaluations
and advisory services.

licenses and tools, proprietary
tools, and open-source tools,
or any tools our clients may
already have in-house.
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Cyber Risk Advisory

Cybersecurity Program Maturity Assessments (ISO
27001, NIST, CIS Controls)

Cyber Risk Evaluation and Program Prioritization by Risk
Security and Privacy Program, Policy and Governance
Services

M&A Cyber Due Diligence Services (Pre & Post
Acquisition Reviews)

Security Strategy and Operating Model Services

Cyber Resilience & IR Readiness

Cyber War Room Design and Implementation
Cyber Threat Simulations / War Gaming
Incident Response Program Development
Application and Network Security Assessments
Software Security Code Reviews

Incident Response & Forensic Investigations

Cyber War Room Management

Cybersecurity Breach Response Services
Ransomware Investigations

Malware Analysis

Comprehensive Forensic Investigations and Log Analysis

Data Classification Services

Data Privacy and Cyber Compliance Services

(incl. GDPR, CCPA, NY DFS, HIPAA PCI-DSS)
Security and Privacy Awareness and Training Service
Third Party Risk Assessments and Reviews

Shadow Management / Interim Roles

Cyber Advisory Committee Implementation and
Board Reporting

Threat Modelling and Software Assurance Maturity Model
Cloud Security, Mobile Device and loT Reviews
Technical Vulnerability Assessments

Threat Hunting

Insider Threat Program Assessment and Development
Forensics Program Assessment

Expert Witness and Litigation Support
Regulator and Law Enforcement Relations
Incident Response Retainer Services
0365 Investigations

IOC identification

For immediate assistance with your cybersecurity needs, contact us at: cyber@alvarezandmarsal.com

ABOUT ALVAREZ & MARSAL

Companies, investors and government entities around the world turn to Alvarez & Marsal (A&M) for leadership,
action and results. Privately held since its founding in 1983, A&M is a leading global professional services firm that
provides advisory, business performance improvement and turnaround management services. When conventional
approaches are not enough to create transformation and drive change, clients seek our deep expertise and ability
to deliver practical solutions to their unique problems.

With over 6,000 people across five continents, we deliver tangible results for corporates, boards, private equity
firms, law firms and government agencies facing complex challenges. Our senior leaders, and their teams, leverage
A&M'’s restructuring heritage to help companies act decisively, catapult growth and accelerate results. We are
experienced operators, world-class consultants, former regulators and industry authorities with a shared commit-
ment to telling clients what's really needed for turning change into a strategic business asset, managing risk and
unlocking value at every stage of growth.

Follow us on:
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